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We represent Datenanfragen.de e. V., 
a German non-profit association

that has made it its mission
to help people exercise their

right to data protection.
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Privacy labels
App stores require developers to 
disclose privacy practices. Supposed to 
allow users an informed decision on 
which app to choose.
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16 % of analysed iOS
apps (1,687) transmitted

data not declared
in their label.



https://play.google.com/store/apps/details?id=com.amazon.mShop.android.shopping
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Number of apps that collect and/or share the data for the respective purposes according to their data safety label.
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Evaluation of the correctness of the data types and purposes in the analysed data safety labels.
Remember that we can only definitively say when data is collected but can’t confirm that it is never collected.



Tracking data
transmissions
Looking at which trackers are contacted 
by apps and what data is sent to them.



https://benjamin-altpeter.de/doc/thesis-consent-dialogs.pdf
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78 % of apps contacted
at least one tracker even 
without any interaction.



Number of apps (out of 4,388) 
that sent requests to the 25 

most common trackers in our 
dataset according to Exodus 

within one minute of starting 
them and without user 

interaction.



Number of apps (out of 4,388) 
that sent requests to the 25 

most common trackers in our 
dataset according to Exodus 

within one minute of starting 
them and without user 

interaction, coloured according 
to the country of their main 

establishment.



33.3 % of all requests 
(without interaction)

went to tracking servers.



Number of times the observed 
data types were transmitted 

per app and tracker before 
interaction. Note that we are 

also using the term “IDFA” for 
the Google Advertising ID here.
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Consent dialogs
How do apps (try to get) the user’s 
consent and how prevalent are
dark patterns?



Consent elements
• We distinguish between:

• link: App only links to a privacy policy, e.g. in a menu or footer.
• notice: App informs of the processing but doesn’t give a choice.
• dialog: App informs of the processing and actively solicits consent.



Consent elements
• We distinguish between:

• link: App only links to a privacy policy, e.g. in a menu or footer.
• notice: App informs of the processing but doesn’t give a choice.
• dialog: App informs of the processing and actively solicits consent.

Classification Detections
on Android

Detections
on iOS

Detections
in total

dialog 149 (7.21 %) 235 (10.13 %) 384 (8.75 %)
notice 108 (5.22 %) 87 (3.75 %) 195 (4.44 %)
link 103 (4.98 %) 103 (4.44 %) 206 (4.69 %)
neither 1,708 (82.59 %) 1,895 (81.68 %) 3,603 (82.11 %)



UpSet plot of the different combinations of dark patterns we have detected in consent dialogs. Subsets with less than three 
elements are omitted. Also note that not all combinations are possible.
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UpSet plot of the different combinations of dark patterns we have detected in consent dialogs. Subsets with less than three 
elements are omitted. Also note that not all combinations are possible.



> 90 % of consent
dialogs exhibited

at least one
dark pattern.



Photo adapted after: “assorted-type hand tool lot” by Ashim D’Silva (Unsplash license)

https://unsplash.com/photos/Kw_zQBAChws
https://www.shutterstock.com/g/ashim%20d%20silva
https://unsplash.com/license


Device
instrumentation
Based on lots of reverse engineering, we 
have developed methods to fully 
automate Android and iOS 
instrumentation and traffic collection.



Android instrumentation

• Target: Android emulator or phone (rooted)
(we test on Android 11 and 13)
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Android instrumentation

• Target: Android emulator or phone (rooted)
(we test on Android 11 and 13)

• Control of device functions:
• adb for official system APIs
• Custom shell scripts e.g. to install CAs

• Traffic collection:
• Machine in the middle: mitmproxy, WireGuard mode
• Certificate pinning bypass: objection & Frida
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to iPhone X)
• Control of device functions:

• Running shell scripts via ssh1

• Supported APIs using libimobiledevice
• Internal APIs using Frida injection1

1: This took quite a lot of reverse engineering, some of which we documented in our GitHub issues.

https://github.com/tweaselORG/appstraction/issues
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iOS instrumentation

• Target: physical iOS devices with jailbreak
• We use checkra1n or palera1n for iOS versions up to 16 (hardware up 

to iPhone X)
• Control of device functions:

• Running shell scripts via ssh1

• Supported APIs using libimobiledevice
• Internal APIs using Frida injection1

• Traffic collection:
• Machine in the middle: mitmproxy as HTTP(S) proxy
• Certificate pinning bypass: SSL Kill Switch 2

1: This took quite a lot of reverse engineering, some of which we documented in our GitHub issues.
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import { startAnalysis } from 'cyanoacrylate';

(async () => {
const analysis = await startAnalysis({

platform: 'android', runTarget: 'device', targetOptions: {},
capabilities: ['frida', 'certificate-pinning-bypass'],

});
await analysis.ensureDevice();

const appAnalysis = await analysis.startAppAnalysis([
'/tmp/apps/duolingo/com.duolingo.apk',
'/tmp/apps/duolingo/config.x86.1350.com.duolingo.apk',
'/tmp/apps/duolingo/config.xxhdpi.1350.com.duolingo.apk',

]);
await appAnalysis.installApp();
await appAnalysis.setAppPermissions();
await appAnalysis.startTrafficCollection();
await appAnalysis.startApp();

await pause(60_000);

await appAnalysis.stopTrafficCollection();
const results = await appAnalysis.stop();
await analysis.stop();

})();
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Downloading apps
Google and Apple don’t support our use 
case, so we have to turn to third-party 
tools and, once again, reverse engineering.



Downloading Android apps
• There are many tools to download APKs.
• But they tend to break often.

• We have used these:
• matlink/gplaycli
• ClaudiuGeorgiu/PlaystoreDownloader
• EFForg/apkeep
• 89z/googleplay (permalink: https://2a.pages.dev/googleplay)

https://github.com/matlink/gplaycli
https://github.com/ClaudiuGeorgiu/PlaystoreDownloader
https://github.com/EFForg/apkeep
https://archive.softwareheritage.org/browse/origin/directory/?origin_url=https://github.com/elt/googleplay
https://2a.pages.dev/googleplay
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https://github.com/majd/ipatool/pull/51
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import { fetchTopCharts } from 'parse-play';

(async () => {
const topChart = await fetchTopCharts(

{
category: 'APPLICATION',
chart: 'topselling_free',
count: 100

},
{ country: 'FR', language: 'EN' }

);

console.log(topChart?.length);
// 100

console.log(topChart?.[0]?.app_id, '::', topChart?.[0]?.name);
// com.whatsapp :: WhatsApp Messenger

})();
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import { fetchDataSafetyLabels } from 'parse-play';

(async () => {
const labels = await fetchDataSafetyLabels(

[{ app_id: 'com.zhiliaoapp.musically' }],
{ language: 'EN' }

);

console.dir(labels, { depth: null });
})();



{
name: 'TikTok: Videos, Lives & Musik',
app_id: 'com.zhiliaoapp.musically',
developer: {

name: 'TikTok Pte. Ltd.',
path: '/store/apps/developer?id=TikTok+Pte.+Ltd.',
website_url: 'https://www.tiktok.com/',
email: 'feedback@tiktok.com',
address: '1 Raffles Quay, #26-10,\nSouth Tower,\nSingapore\n048583'

},
icon_url: 'https://play-lh.googleusercontent.com/dl42FLLV8o9mP-NOubtR-2rDzQkc4mqx6[…]',
privacy_policy_url: 'https://www.tiktok.com/legal/privacy-policy',
data_shared: [],
data_collected: [

{
category: 'Location',
type: 'Approximate location',
purposes: [

'App functionality',
'Analytics',
'Advertising or marketing',
'Personalization'

],
optional: true

},
{
category: 'Personal info',
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Detecting tracking
data transmissions
How can we tell what (personal) data is 
included in a request to a tracking 
server in an automated manner?



Audible on Android
"action": "install",
"kochava_device_id": "KA3731610548931t77133e5ade9f4[…]",
"sdk_protocol": "14",
"sdk_version": "AndroidTracker 3.7.3",
"nt_id": "d45c5-1-47dfae35-b398-40d2-a2e6-bd7bb40c88d0",
"data": {

"screen_brightness": 0.4,
"device_orientation": "portrait",
"volume": 0.3333,
"carrier_name": "Android",
"adid": "827d8162-0e1c-48cd-892e-4abd3df95ba8",
"device": "sdk_gphone_x86_64_arm64-google",
"disp_h": 2560,
"disp_w": 1440,
"package": "com.audible.application",
"installed_date": 1610548859,
"os_version": "Android 11",
"device_limit_tracking": false,
"is_genuine": false,
"screen_dpi": 560,
"screen_inches": 5,
"manufacturer": "Google",
"product_name": "sdk_gphone_x86_64_arm64",
"architecture": "x86_64",

"battery_status": "not_charging",
"battery_level": 77,
"device_cores": 2,
"locale": "en-US",
"timezone": "Europe/Berlin",
"bluetooth_name": "sdk_gphone_x86_64_arm64",
"ui_mode": "Normal",
"notifications_enabled": true,
"background_location": false,
"bms": 1610548366742,
"network_conn_type": "wifi",
"network_metered": false,
"usertime": 1610548931,
"uptime": 6.764,
"state_active": true,
"app_limit_tracking": false,
"identity_link": {
"marketingcloudvisitorid":
"14340173368323804205870968500570471451"

}
},
"sdk_id": "c456-s26905-",
"send_date": "2021-01-13T14:42:17.885Z"

POST https://control.kochava.com/track/json
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"architecture": "x86_64",
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}
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Audible on Android
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"device": "sdk_gphone_x86_64_arm64-google",
"disp_h": 2560,
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"package": "com.audible.application",
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data, …) can even work with encoded traffic as well after 
investing some effort (e.g. base64).

• Problems:
• Can never capture dynamic data types such as free disk space and 

current RAM usage, or low-entropy values like the operating system 
version.

• Tracking data is often ridiculously nested and/or obfuscated.

https://github.com/baltpeter/base64-search


H4sIAAAAAAAAE+VYWY/bNhB+z68w/GypPEWqbz4LI9kk6G7zUhcCLVJeNtYBit5kG+x/L23dXqdpDhTJ9smW5uPMcO
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/Y6eyNMj27zIc+RD7yTAsT1p6EqH7eHjK5V2tZr4jz1BepyHKrSj8VOx1bvVdlt7wohiZCHyBnBKA+5Lm6r8UcSUbR
lrbSKq6vllc1YFoU+y42uozivChELUzEvuyEpdqlLmGtrwigMOiWZlaZTOxvVNlAXCqPsodBhHqB/y3T9r5VEOdZpu
IjMXqQdzrRLWKX2iudHVxoXiVJqapAQtRkSMg7ZawudbZrfWQErVYswB5egZVHViDw+GoKPRYiAmmIUQhBl/JsmPI6
VtcNAfMuD3k5TAMkPu/05FuXtLkwRitTA3LkyS6UA1d7210vVm9a0NZxRZkqkxA0Tumal5tx5/j7uauTM4cwgl3gKu
7++qb1lmLYk+vyhU61ncobI+K3zqlldixceal8tEzuviS46yM/SqutFvvlqfBPWn4/SkejD9VPRbNT6S5UYW+rvU86
4adIUqEKk99p2cb+quk456CdEWnqJPEjO6fWVDeRlkzz6YxDiGYepJh7ZLkMvemUhB7jc0JWjC8wxQMTQh4p3qv36r
XVqSsSkRaV2YCEgAEAMYasv/hw2mdrPQgABoQDb0tcoCFUsbcNw9gLZCAFILGKJYkgZIBQShAbOKLeW9jk/lR1U1lG
mLKQk2ACXQ944QKWRW5bgGAy6TA0ADRgvIdxTnJMHWYqr/JtRHmAg5BN4Op+q0yEAaMM4+EjHCgkkFM2UAghGLoREI
YI7mOcnhCFjVFEAWcU99SSEFICQX8JDzjg6JFa2L2ZwPmtMHab56V1bgBycrXFE8gYbEy6egEMgwlamzy7zg8mVhGC
bi+EDnaHnWN9JYggGgSsh0Eu4ZzjRxg6QVM5z/d5dn/EUObYgF7oxOZJEgWIopCEznzmvNERpZQDQCaDLPdPvpuLHA
Mud/yc5jXDkEtET7Q7nog6fi1cjZRNOx+Nuiq9eBg0kIfqz8PkUXnrzLmVxaqt388v73/sEGe134T935d+o2AqReFa
1rCtEh/7kH+nRf5NetaAEgD0t1QWrdq6d3wl/erd3xh3JpSPEvGVDLyQ0uvF8/N0Ah80ay6Q9aMLIXBEGIb/23O3aR
DfkLso/HLuIsJp8AS4W59yPwh3H/fLz2drTfP/U6PFGDH6FMhafYA9PbL+x98B31kvxZg8CXrWt4EfhJ6fPM5rth5/
/jiba6yMUlcqzZsLOQ5xcyW3f9VqlgeTO7puNj/NlNm3ZGsv4OtmlFBdwM+HR1HyLrprdwFD37EMJt01vZRvL82Xuq
nC1jZs7w1tvpgHm/FeZLuD2DUFuHzpLZadtYNulbp70BzMV14wY07pjCy9kM6WHl8wzBcEBatpt66av3UzlYgRlCQs
wDgBCUlAwBMBL44QPlZKrgI22cP42cPf7GKrk3QUAAA=

POST https://outcome-ssp.supersonicads.com/mediation
?adUnit=2&sessionId=742FF763-3F0F-4F06-8FA1-792415932910
&appKey=82d752b5









view in CyberChef

https://static.bn.al/other/mobile-tracking-talk/cyberchef/supersonic.html


{"batch":"[{\"relative_url\":\"313732607382406\\\/activities?access_token=313732607382406%7C7e5f1
e2769be769bb6710ffbc14399c2&advertiser_id_collection_enabled=1&anon_id=XZ0BAE1D89-562C-4B77-9D29-
29E9E80F3051&application_tracking_enabled=1&custom_events=%5B%7B%22_eventName%22%3A%22Backend_OK%
22%2C%22_logTime%22%3A1650911380%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%
22%7D%2C%7B%22_eventName%22%3A%22ADReport_RequstError%22%2C%22_logTime%22%3A1650911382%2C%22_valu
eToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%22_eventName%22%3A%22ADReport_R
equstStart%22%2C%22_logTime%22%3A1650911382%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigation
Controller%22%7D%2C%7B%22_eventName%22%3A%22ADReport_RequstError%22%2C%22_logTime%22%3A1650911383
%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%22_eventName%22%3A%2
2ADReport_RequstStart%22%2C%22_logTime%22%3A1650911383%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22U
INavigationController%22%7D%2C%7B%22_eventName%22%3A%22ADReport_RequstError%22%2C%22_logTime%22%3
A1650911383%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%22_eventN
ame%22%3A%22ADStart_RequstError%22%2C%22_logTime%22%3A1650911384%2C%22_valueToSum%22%3A1%2C%22_ui
%22%3A%22UINavigationController%22%7D%2C%7B%22_eventName%22%3A%22ADStart_RequstStart%22%2C%22_log
Time%22%3A1650911384%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%
22_eventName%22%3A%22ADOpen_RequstStart%22%2C%22_logTime%22%3A1650911384%2C%22_valueToSum%22%3A1%
2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%22_eventName%22%3A%22ADOpen_RequstError%22%2C
%22_logTime%22%3A1650911384%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D
%2C%7B%22_eventName%22%3A%22ADStart_RequstError%22%2C%22_logTime%22%3A1650911384%2C%22_valueToSum
%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%22_eventName%22%3A%22ADStart_RequstSt
art%22%2C%22_logTime%22%3A1650911384%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationControl
ler%22%7D%2C%7B%22_eventName%22%3A%22ADOpen_RequstStart%22%2C%22_logTime%22%3A1650911385%2C%22_va
lueToSum%22%3A1%2C%22_ui%22%3A%22UINavigationController%22%7D%2C%7B%22_eventName%22%3A%22ADOpen_R
equstError%22%2C%22_logTime%22%3A1650911385%2C%22_valueToSum%22%3A1%2C%22_ui%22%3A%22UINavigation
Controller%22%7D%2C%7B%22_eventName%22%3A%22ADOpen_RequstStart%22%2C%22_logTime%22%3A1650911387%2
C%22_valueToSum%

POST https://graph.facebook.com/v12.0









view in CyberChef

https://static.bn.al/other/mobile-tracking-talk/cyberchef/facebook.html


Requests Endpoint
4098 https://digitalassetlinks.googleapis.com/google.digitalassetlinks.v1.AssetLinks/Check

3015 https://app-measurement.com/a

2154 https://googleads.g.doubleclick.net/mads/gma

1836 https://csi.gstatic.com/csi

1643 https://csi.gstatic.com/csi

1543 https://googleads.g.doubleclick.net/pagead/interaction/

1214 https://googleads.g.doubleclick.net/favicon.ico

1212 https://fcmtoken.googleapis.com/register

1087 https://googleads.g.doubleclick.net/getconfig/pubsetting

1069 https://fonts.googleapis.com/css

1028 https://firebaselogging-pa.googleapis.com/v1/firelog/legacy/batchlog

1024 https://prod-ms.applovin.com/1.0/event/lerr

987 https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/sdk-core-v40-loader.js

986 https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/sdk-core-v40-loader.appcache

953 https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/sdk-core-v40-impl.js

845 https://logs.ironsrc.mobi/logs

783 https://pagead2.googlesyndication.com/pagead/gen_204

753 https://www.facebook.com/adnw_sync2

719 https://www.googletagservices.com/activeview/js/current/lidar.js

675 https://googleads.g.doubleclick.net/mads/static/mad/sdk/native/production/sdk-core-v40-impl.html



26 adapters for
specific endpoints are

enough to cover
10 % of the entire traffic.



https://github.com/tweaselORG/TrackHAR

https://github.com/tweaselORG/TrackHAR




What do these adapters look like?
{

slug: 'graph',
tracker: {

slug: 'facebook',
name: 'Meta Platforms Ireland Limited',
datenanfragenSlug: 'facebook',

},

endpointUrls: [/^https:\/\/graph\.facebook\.com\/v\d{1,2}.\d$/],
match: (r) => r.content?.startsWith('{"'),

decodingSteps: [
{ function: 'parseJson', input: 'body', output: 'b' },
{ function: 'parseJson', input: 'b.batch', output: 'batch' },
{ function: 'getProperty', mapInput: 'batch',
options: { path: 'relative_url' }, output: 'relativeUrls' },

{ function: 'parseQueryString', mapInput: 'relativeUrls', output: 'res.body.batch' },
{ function: 'getProperty', input: 'b’,
options: { path: 'batch_app_id' }, output: 'res.body.batch_app_id' },

],
containedDataPaths: {

trackerSdkVersion: {
context: 'body',
path: 'batch.*.sdk_version',
reasoning: 'obvious property name',

}
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osName: [
{

context: 'body',
path: 'batch.*.platform',
reasoning: 'obvious property name'
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osName: [
{

context: 'body',
path: 'batch.*.platform',
reasoning: 'obvious property name'

What do these adapters look like?



decodingSteps: [
{ function: 'parseJson', input: 'body', output: 'b' },
{ function: 'parseJson', input: 'b.batch', output: 'batch' },
{ function: 'getProperty', mapInput: 'batch',
options: { path: 'relative_url' }, output: 'relativeUrls' },

{ function: 'parseQueryString', mapInput: 'relativeUrls', output: 'res.body.batch' },
{ function: 'getProperty', input: 'b’,
options: { path: 'batch_app_id' }, output: 'res.body.batch_app_id' },

],
containedDataPaths: {

trackerSdkVersion: {
context: 'body',
path: 'batch.*.sdk_version',
reasoning: 'obvious property name',

},

idfa: {
context: 'body',
path: 'batch.*.advertiser_id',
reasoning: 'obvious property name',

},

otherIdentifiers: {
context: 'body',
path: 'batch.*.anon_id',
reasoning: 'obvious property name',

},

osName: [
{

context: 'body',
path: 'batch.*.platform',
reasoning: 'obvious property name'

What do these adapters look like?
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Analysing
consent dialogs
How can we automatically detect the 
presence of a consent dialog in an app 
and whether it uses dark patterns?









OneTrust















Does this also work for apps?

• TCF standard is available for apps as well.
• Quick pre-study on 823 Android apps:

• 21.99 % displayed some consent element.
• 2.55 % set TCF settings.
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Does this also work for apps?

• TCF standard is available for apps as well.
• Quick pre-study on 823 Android apps:

• 21.99 % displayed some consent element.
• 2.55 % set TCF settings.

• Idea: Adapters for specific CMPs?
• Rough pre-study about usage of known CMPs: 2.8 % on iOS, 7.15 % on 

Android (upper bound).



What now?

• Use text-based recognition to find commonly used consent dialog 
elements.



What now?

• Use text-based recognition to find commonly used consent dialog 
elements.

• For that, we have regexes to detect common phrases, e.g.:
/have read( and understood)? [^.]{3,35} (privacy|
cookie|data protection|GDPR)(policy|notice|
information|statement)/

• Additionally, false-positive mitigations, e.g. keyword score to weed 
out terms of services notices.



Future plans

• We plan to:
• Automatically assess the legality of data transmissions.
• Inform users about illegal transmissions.
• Generate full complaint texts and evidence from the our app analyses.
• Allow users to easily apply our complaints to their own case and send 

them themselves.



Stay in touch

• We are on Mastodon:
@datarequestsORG@mastodon.social,
@dev_at_datarequestsORG@chaos.social

• Blog for longer posts (RSS):
https://www.datarequests.org/blog

• Any questions left? Contact us!
kontakt@datenanfragen.de

• Do you want to help?
Contribute to our GitHub projects!

https://mastodon.social/@datarequestsorg
https://chaos.social/@dev_at_datarequestsORG
https://www.datarequests.org/blog/index.xml
https://www.datarequests.org/blog
mailto:kontakt@datenanfragen.de
https://github.com/tweaselORG/


That’s it.

Slides are available online:
https://www.datarequests.org/verein/event/edpb-expert-talk-2023

These slides are licensed as CC-by 4.0.
External asset licenses: https://datarequests.org/open-source

https://www.datarequests.org/verein/event/edpb-expert-talk-2023
https://www.datarequests.org/open-source
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